
Welcome to the Integrator Support Managed Services Dealer Program.

Helping Integrators Become Successful Managed Services Providers

Dear Security Professional,

Congratulations on making the commitment to become a managed services provider.

Within this dealer program, you will find all the resources you need to successfully
implement this new model and strategically position managed services with your other
offerings.

The key to success is your dedication. Here are a few tips to help you with this transition:

Continuously review your existing customer base.

Look for opportunities to enhance the value of pre installed security systems by
adding managed services.

Seek new opportunities and prospects.

Whenever a new prospect comes your way, qualify the opportunity for
managed services potential.

When selling managed services, sell the services first, then sell the technology,
maintenance and engineering.

Include project financing as an option when selling a combination of equipment,
labor, maintenance and monitoring.

Take advantage of the customizable sales tools.

Addmanaged services to any existing sales material you have (ie: Websites, videos,
downloads, mission/vision statements, etc.).

Please don�t hesitate to contact us with any questions, suggestions, or ideas you have.

Regards,

Sharon Shaw
Vice President
Integrator Support, LLC
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Subtitle: Why video surveillance is following in the footsteps of hosted IT applications
By Fredrik Nilsson

Software as a Service (SaaS) – also called ASP (application service provider) or cloud computing – has become so 
commonplace in today’s business model that we rarely give thought anymore to the underlying management of activity such as 
email, online banking, payroll and benefits management and even customer relationship management. SaaS has proven itself 
to be a reliable and secure outsourcing option for many companies that want to reduce on-site infrastructure costs, while at the 
same time, have ubiquitous access to information over the Internet. The number of businesses turning to hosted solutions has 
been steadily rising, with CRM SaaS leaders like Salesforce.com reaching $1B in revenue and posting more than a 30 percent 
growth in the last quarter, at a time when financial turmoil was causing most other companies’ revenue to shrink.

The escalating adoption of SaaS as a business model
What makes the business model so appealing is that it frees companies from the complexities and high cost of managing 
sophisticated hardware and software so they can focus on their core strengths – leveraging business intelligence and managing 
business processes. In a traditional on-site implementation, the IT department oversees every permutation in the application 
stack: the user interface, the business application, the web/application server, the database, the operating system and all the 
associated hardware. In a SaaS implementation, the vendor takes full responsibility for system-wide upgrades and maintenance 
as well as all the storage technology. By shifting the burden to SaaS vendors who are better equipped to run the applications, 
companies can cut capital and staff expenditures, lower maintain costs and increase system uptime because availability is 
contractually guaranteed. For small to mid-size business or small remote offices that lack the internal core competency to 
manage such complex systems, SaaS gives them a way to reap the same benefits from the latest advances as their larger 
counterparts.

Ever increasing bandwidth as well as tighter Internet security and greater reliability have contributed to the widespread success 
of SaaS in the IT world. In fact, the Internet has become so robust that nowadays businesses worldwide have come to rely on 
it to support their day-to-day operations. HTTPS protocol with SSL encryption and virtual private network (VPN) tunnels have 
enabled financial institutions, commercial enterprises as well as consumers to conduct even their most sensitive transactions 
over the Internet with confidence in its security. And with the migration from dial-up to cable/DSL access, bandwidth has finally 
reached a level commensurate with the transmission needs of high-consumption applications like IP-based video monitoring. 
In fact, adoption of the hosted model has become so prolific that according to the Gartner Group, an analyst firm for the IT 
industry, the SaaS market is growing by 22 percent a year and by 2011 will be the delivery model for 25 percent of all new 
software systems.

Drawbacks of early remote video monitoring services
As surveillance technology improved, customers soon wanted more than simple alarm monitoring. They demanded video 
verification as a reliable means to limit the number of false alarms. They wanted to see who was actually on their property 
and track what was happening before calling in law enforcement. This was challenging to accomplish because early remote 
monitoring solutions used analog cameras connected to a local DVR. Customers were locked into a fixed number of cameras 
(4, 8, 16, etc.), depending on the number of channels supported by the DVR. Most DVR-based video systems relied on costly 
leased phone lines. At the time, security was high but bandwidth was quite low. Many DVR systems compensated for the slow 
data transfer rate by using proprietary compression algorithms. As a result, companies couldn’t always remotely monitor their 
video transmissions from a standard web browser, although that has improved.

With the introduction of network cameras in the last decade, however, new ways of providing remote monitoring have opened 
up. Because network cameras piggyback on the same infrastructure as a company’s data communications applications, they 
are inherently designed for remote monitoring capabilities. Recognizing this potential, companies began launching hosted 
video solution as early as 1998. Most were large telecom providers, such as Telia and Telefonica, who took the opportunity to 
leverage the bandwidth and the customer relationships they already had in place to extend subscriber services. But what they 
lacked was expertise in the actual act of monitoring. So the burden fell to the customer who -- upon receiving an alert from the 
telco -- had to call the police themselves in case an alarm was triggered. Additionally the early solutions were difficult to install 
because they required that the customer understand router and port technology.

The switch to IP-based surveillance systems has revolutionized the video surveillance market, but mostly in the larger systems 
arena. Extremely cost -efficient for installations over 32 cameras, the enhanced video quality as well as the flexibility to scale 
the system one camera at a time give large companies unprecedented abilities to grow their solutions at their own pace. But 
for smaller operations, the price for IP technology is prohibitive because they have to absorb the cost of a local server and local 
video management software as well as the expense of installation and ongoing maintenance. Security as a Service offers an 
affordable way for those smaller companies to bridge that technology gap.

Eye on Video: Security as a Service
By jgriffin
Published: May 14 2009 - 10:10am
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Why security as a service is catching on
With SaaS, small and mid-size companies can reap the benefits of IP-based surveillance by outsourcing much of the hardware 
and all of the software. Instead of maintaining the recording and monitoring station locally, companies can now limit their 
capital investment to just the cameras and a gateway or router to the hosted storage. The vendor provides the servers that 
archive the video and manages them for the business. There’s a portal to the central monitoring station that keeps an eye 
on the video and sends the alarm. And the customers can access the video over the web from any standard PC or handheld 
device equipped with a browser. The network cameras are easy to install because they plug into the network cabling 
infrastructure already in place. And with technology like Power over Ethernet (PoE), companies can use the same data cables 
to power the cameras. So not only does SaaS take complexity out of the equation for small to mid-size companies, it lowers 
their overall cost of ownership compared to conventional analog surveillance systems. And with greater bandwidth and better 
compression technology in the new H.264 standard, we should be seeing SaaS installations continue to grow in size.

The SaaS approach to surveillance offers monitoring and hosting companies a great value proposition as well. SaaS can be 
used to increase services to an existing subscriber base. And it can be used to gain in-roads into the largest growing sector in 
today’s economy – small to medium size businesses. Because the hosted model has universal appeal across vertical markets 
– everything from retail and fast food franchises to property management, satellite business and government offices – service 
providers can create a more diversified revenue stream, which is a strategic necessity in an uncertain economy.

Taking a best-of-breed approach to SaaS
Just as most IP-based solutions, Security as a Service is a best-of-breed business model. This presents ample opportunity 
for a wide range of vendors and service providers to work in concert to create a cost-efficient, hosted surveillance solution 
for a customer. Subscribers not only acquire a sophisticated, scalable network video surveillance system with superior image 
quality, but can budget for its operation on a predictable monthly basis.

At the center of a SaaS solution are the network camera and video encoder companies that base their products on open 
standards. The encoders enable customers to include their legacy analog cameras in the hosted video solution. This 
technology integrates with components from the server and storage providers, the network infrastructure installers, the hosted 
video application software developers, the hosting providers and the monitoring service companies. Because the cameras and 
encoders are easy to install and don’t require a great deal of maintenance on the part of the customer, the potential for
providers to penetrate a plethora of vertical markets and establish a steady monthly revenue stream is enormous.

About the author: Fredrik Nilsson is General Manager of the Americas for Axis Communications and author of the book Intelligent Network Video. He is a regular 
expert contributor on topics of networked video surveillance systems and cameras.
Source: SecurityInfoWatch.com
Article Date: May 14 2009 Top Story?: Yes Live Date: May 14 2009 Expiry Date: May 12 2019
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How to overcome managed security service provider challenges
13 May 2008 | SearchSecurityChannel.com
By Stephen J. Bigelow, Features Writer

Managed security service providers (MSSPs) face a myriad of technical challenges in the infrastructure they develop, the 
tools they employ and the processes adopted to drive services. There are also numerous business challenges that make it 
difficult to provide the right services at the right time and for the right cost. These issues can pose barriers to entry into the 
market and limit profitability if not addressed adequately. The first part of this hot spot tutorial explained the basics of managed 
security services, and the second installment dealt with MSSP technical requirements. This final installment highlights the most 
important challenges faced by today’s MSSPs, with tips on how to overcome some common missteps.

Managed security service providers face an array of technical challenges, but scalability, automation, internal processes and 
professional expertise are often cited as the most significant technical issues. MSSPs often face problems when scaling their 
business, usually because the core infrastructure elements implemented for the business don’t provide the level of scalability, 
multi-tenancy or storage performance needed to meet their growing client base -- often a consequence of initial investment and 
development decisions. 

“You cannot run a successful managed services business by trying to leverage off-the-shelf, prepackaged security 
technologies,” said Jason Hilling, manager of platform solutions for IBM’s Global Technology Services division in Atlanta.

Scalability concerns are also exacerbated by poor automation and a lack of back-end tool integration. According to Hilling and 
other MSSP experts, automation is critical to maintain an acceptable profit margin, especially for MSSPs that cater to the small 
and medium-sized business (SMB) market. Security tools are often custom software products, relying on experienced security 
professionals to develop meaningful rules and analytical behaviors for the software, providing the reportingand actionable 
results that clients pay for each month. Hilling noted the critical importance of connecting security offerings with back-end 
systems. 

“It has to do with plugging those security products into their back-office systems of provisioning, billing, ticketing, workflow, 
event correlation and customer-facing portal,” said Drew Savage, MSSP manager of the U.S. service provider group at
Fortinet Inc. “It’s a software [integration] project -- it’s not about the security technology.”

Business challenges can also vary, but are most commonly related to cost, regulatory compliance and pricing clients correctly 
within each vertical market. Compliance issues are particularly challenging, because new regulations are emerging and existing 
regulations are changing. You need to stay in touch with the current compliance landscape.

“Storing data for a healthcare organization means that the provider is subject to various aspects of HIPAA,” Hilling said, noting 
similar compliance obligations in the retail vertical with PCI rules, as well as financial and other verticals. “The compliance piece 
is a tricky, difficult business driver for managed service providers.”

MSSPs also need to deal with constant margin and pricing pressure. Clients understand that security technologies are 
constantly improving and becoming more economical -- they typically expect a provider to maintain a competitive menu of
services and offer additional security features without a significant price increase each time that the service contract comes up 
for renewal. Providers are challenged to reduce costs in order to maintain service profitability. This places a heavy emphasis on 
process automation to reduce labor costs and is increasingly pushing providers to use offshore labor sources.

Pricing within each vertical market will affect your profitability. Some verticals, such as retail, are extremely frugal, while other 
verticals, like finance, will often pay a premium for managed services. As a managed security service provider, you need to 
know your customers.

A strong sales presence is also critical for revenue generation, and finding qualified sales professionals is another business 
challenge for MSSPs to contend with.

“Always be looking for good sales people,” said Steve Lubahn, senior technical sales representative for LockNET Inc. of La 
Crosse, Wisc. “Have a solid program to train, retain and attractively compensate your top sellers.”
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Transitioning your client into managed security services is perhaps the most challenging part of any service relationship. 
The implementation must be planned and executed with great care. Problems at this point can incur added client costs, 
dissatisfaction and a rapid breakdown of the relationship. This is where an MSSP’s professional project management skills are 
essential.

“There’s no easy way around it,” Hilling said. “It requires flawless execution on a very complicated list of tasks that do 
represent risk to network uptime and availability.” Demonstrated experience with a record of smooth implementations
can allay many of your client’s fears.

One way to streamline implementations is to adopt a “project manager” model -- providing a single contact for the client on 
the MSSP side. Project managers coordinate with sales and engineering prior to the implementation. Project managers can 
also help after the implementation by providing follow-up and coordinating any important alterations prior to the client’s final 
acceptance of the service.

The biggest implementation problems for an MSSP often occur early in the planning process, deciding what devices are 
needed (if any), determining their location in the client’s architecture and then establishing the proper configurations.
This requires accurate and complete network documentation from the client. Unfortunately, many MSSPs have limited staff 
sizes and cannot survey each client’s site in detail, relying instead on details provided by the client. There’s no substitute for 
due diligence. “That [network information] is the thing that is most often incomplete, inaccurate or just nonexistent,” Savage 
said. “To have a technically sound, ‘works-right-day-one’ solution, you have to have all that information as an MSSP.”

Service acceptance is generally the last phase of implementation. Once the service is running, your client has a set period of 
time (typically outlined in the service contract) to acknowledge and accept the service before billing is started. This offers the 
client a period to address unresolved issues and verify that they’re getting the services they contracted for.

Managed services are typically not a lifetime commitment, and clients may eventually move away from your services in favor 
of less expensive providers, as a consequence of a merger or acquisition or any number of other reasons. So transitioning 
clients out of managed services is another process that you’ll need to deal with as an MSSP.

Most service contracts include language that describes service termination. Tell your clients how they’ll access their devices 
and the state those devices will be in after service termination. If you offer services to assist the client in termination or 
transferring services to another provider, be sure to outline the extent and costs associated with those services.

Hilling and Savage point to several common mistakes made by VARs that choose to enter the managed security service 
provider market. Perhaps the most substantial mistake is a lack of long-term investment. For some VARs, this represents a 
lack of financial investment, inadequate investment in infrastructure or a failure to make the internal cultural shift necessary to 
meet the demands of an MSSP.

“Too many VARs are entering the managed service business thinking it will increase their margins, without realizing the level 
of resources and skill levels required to efficiently manage more than a handful of clients,” Lubahn said. This problem is often 
worsened by a lack of business focus -- offering too many different products or services and thereby diluting sales efforts.

MSSPs are also challenged by the dynamic nature of security and the demands of rapid response. New virus outbreaks or 
vulnerabilities require immediate practical solutions. This is an area where investments in security professionals and
mechanisms for rapid notification or patch deployment can make a substantial difference in the way you deal with new threats.
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Physical Security: Beyond Guns, Guards and Gates
The warehouses of broad-line IT distributor Ingram Micro will soon stock fire control systems,
automated door locks and other such products alongside servers, switches and storage arrays that
make up the core of the company's portfolio.

Ingram Micro announced yesterday that it will now stock physical security technologies, providing
solution providers with the products and support to build and implement systems that safeguard both the virtual 
and brick-and-mortar domains.

“The launch of this security division is another example of our continuing efforts to expand our reach
and bring value and focus to new and adjacent markets,” said Keith Bradley, president of Ingram Micro North 
America, in a statement on the launch.

Physical security is no longer the distant cousin of logical security. Security evangelists have long
prognosticated that the logical and physical security worlds would converge into one big tent. Physical security 
systems—closed-circuit televisions, window and door alarms, turnstiles, and other physical security 
devices—typically ran over dedicated lines and had siloed management systems. As more of these devices 
became IP-enabled, enterprises would migrate physical security to the data network and, eventually, they would 
be implemented and supported by solution providers and IT admins.

Physical and logical convergence can be seen in various places in the conventional IT channel. One of
the core technologies in Cisco Systems' Emerging Technology division is physical security, and Cisco's
litmus test for emerging tech is whether it can mature into a $1 billion business in three to five years.
Ingram's physical security effort is focused on alarm and fire control, physical access control,
monitoring systems, and IP-based video surveillance. And PSA Security, a consortium of physical
security solution providers, is actively courting their IT counterparts to build holistic security solutions.

But convergence has been a slow road, and one that remains relatively elusive. While Ingram, Cisco
and others see opportunity in physical security, the convergence of digital and logical security doesn't necessarily 
make it a reality. Management and organizational divides continue to hamper the
convergence trend because, inside companies, the guys who secure the front lobby and parking lot
gates are different from the guys who secure workstations, applications and data centers. While many
businesses are seeing greater cooperation between physical plant and IT managers, they're often
divided into separate management lines and budgets. And that prevents the customer from buying
physical and logical as one solution.

On the channel side, conventional IT security solution providers rarely have the skill sets, experiences
and contacts to capitalize on physical security opportunities.  PSA Security has partnered with groups
such as 1nService to foster partnerships between companies in these respective domains. Rather than try to 
converge the solution providers, they've discovered that it's easier to foster relationships that open mutual 
opportunities and satisfy customers' overall security needs.

While there is definitely opportunity in the physical security market, Ingram may discover the same
thing that PSA and Cisco already have: enable the opportunity with partnerships and matchmaking
between complementary peers that can leverage each other's expertise and experience to converge the 
technologies.

Posted by Larry Walsh on November 4, 2009 7:25 AM
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